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OConsent Discussion

PURPOSE/BACKGR
This is a carry over item from a previous meeting.

The Committee discussed SB 347’s requirement for encryption of emails. The Committee
requested a report on the status of encryption of emails at the City.

A representative from Information Technologies is present to report on this.

RECOMMENDATION:
Report only; no action required.

BACKUP DOCUMENTATION:
None

Motion made by PAUL WORKMAN to Accept the report

Passed For: 4; Against: 0; Abstain: 0; Did Not Vote: 0; Excused: 1
STEVE WOLFSON, PAUL WORKMAN, MICHAEL W. KERN, LOIS TARKANIAN;
(Against-None); (Abstain-None); (Did Not Vote-None); (Excused-JOSE TRONCOSO)

Minutes:

City Auditor Snelding stated that this report stems from previous discussion amongst the Audit
Oversight Committee members regarding the requirements of SB-347 relative to encryption of e-
mails. He introduced Mike Hougen, Information Technologies, to report on the Committee's
request for a report on the status of encryption of e-mails at the City, including e-mails
circulating internally and e-mails sent outside the City system.

Mr. Hougen stated that the City does not encrypt internal e-mails as there is no requirement to do
so under SB-347. Only files containing sensitive information that are transmitted to external
organizations are encrypted. This requires encryption by both the City and the outside
organization involved in order to receive the sensitive data.
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Mr. Hougen pointed out that SB-227, which is a proposed amendment to SB-347 being discussed
at this Legislature, would require stricter standards, and staff has prepared a plan to meet
compliance should it pass. The plan includes the acquisition of a program that would
automatically encrypt e-mails and pickup on specific markers, such as social security numbers.
The program would automatically collect the data, send it to a website and require the receiver to
obtain the information through an encryption process. He explained for Member Wolfson that an
encryption process takes 1nformat10n 3 [QIDICS ] &2t it is of no use to a receiver that
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